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[WfrilKRoKlH] 

[||*im i ] mmmm^~y a ytomx-mmitzti 

fzTvh^Mzi DjiflSrff^ J; 5 C«i§^*-y h 
V - ? «3 ft £ 4\lE 2r Mff-T -S- S-ffir ft -a T , tulB * -y 
h 7 - ? ±T1ej* § ixT v ^ yc^jr - y h & jr 0 &trr - * 

a — ;W \° 5 * — 9 ^^^MLAJXH \ \fr a y 7 4 

r- »7— ? _h.T4sM § *rO ^ y N^r ■/ h £ K 9 atr-r — * 
^—^c^^y ^ — 9 i^M^&^Xii^^z^ yy 4 7 

yy 4 yv—i" b>7yA )VX^.^Ktzn^mzm 

V-7± XiiSk ZtlX\*^h^-y >y h£M<0&ts : r-?W 

v-y^yyrA fvxw^fttzmk^m^ ixwcts. 

^i?3L—)VX*7 4 )V9 V >7LXm&S7-v hcOfflftit 

- 9 £ ffrfct 4 -r - * ffr£4M« £ » ^ if »&X/Cis ^ * 
fzayy a yy—y? yyrA ^X"m^tifz^^M 

[000 1 ] 



immmzm-tz. zt>izwm-&t. *mm* mm 

S^7h7-^ ^FiEftf «f ^mmi ft Z f W L fc^KM 
Vfc*7b7-? ^iEWtff 7° a IB« L n > h° 

a-^i«»]Dl^^*B3«aE*fcHH-4 i><7)X'$>& . 
[00 02] ^IH^T'ii, h<7-?(Cfc(t& 
r^iEj t tiffilitr^ 5 -y^y^OV^^S^iEr^ 

[0003] 

jmzfto zoizmmztLfzi/xy-Mzm^x, inmz 

mkim*m&ztLX\^, 
[0004] t-f, ±.adMffijm<vm i <v%m&ffit i 

Xit. Mz-lfim^'f'l'iOhyyXTF—hm (Yyyx 
tf-hi/A^) ±fcffijlfC«tf^U, l7>-^-iu 

4±dt=Lfc*W^'rA36iqi*S*lTi>5 (TCP 
WRAPPER ; Marl9 19% ) . 

[0005] Atz, ±.amffijjmcvM2cDmm%mt l 
xn. ^y hv-^mmcommmmL^^/yh^^. 
TX'h~>x - m^sm^m^m^xw^rs- yt<< 

ifilbh (The Design and Implementation of Tripwire 
; Feb 23 1995 ) „ 

[0006] s 6c jjaiwf*i6^ai3^)a3i^«ffc 

LTti, ftMS^^TE (^57^y/ (Cracking) ) 4^ 

-y ^"^"S J; 3 t E/'Sl>i?0^ i: ftl> (Satan-network securi 
ty scanner) „ 

[ 0 0 0 7 ] ±IBWW^«IS4«$c*te#ft L 

Tti. ^-y h"7— i?jilf^0^cr)i: 0. *»/17-?I 
fatcj; -)X9 y •v^yy^ttX L£o ^Sfc^ro T I ^>%- 
3 ^Sr^x h a yt°x.-?mzmffi'tZ> t> Wft 

ot, ^xh^yt'^-^^t^tzmfc^fi^* 

^'ft§ (COPS; Nov 171991) . 

[0008] ±IBMif7jffi^5 CDifcm&ffit LXl±, 
UN I XffflV^ilTViSa- f^uy-KiSfS^ 
«T"ft S £T 3 f - x -y ^ S t> cOT'ft o T , y *X 
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fix v ^ ft v - b t * JtK L . -gcWfv ■> 4 hi 

- b COffim £ H Z 0 i. 0 HZ L fz ^ X -r A # $> ft ( Cr ac 
k Version 4.1 ; Mar 3 1992 ) „ 

[0009] ±mwmjjm<Dm6<D%$:tmt lxi±. 

mmm^iry h*-®0#m£ff? %><7>ififo& (Sniffer 

) . 

[0010] SfeK, ±IB»«T^^m7^^*SWi: 
^ >y b LTfSffi-T ft J: 3 K Ufc & ft 

(WflH*4-3 1 5 34 3-JHMR) . 
[0011] 

co-m=5rV xfcft , fffpf-r ft t - ? **3«3r < ^fiE^Sff/rtc 

I&TDjWWfc+fl-'Cli*:^ tU'j rX^'fc ft . 
[0012] JJEI&203fie*SeWte±*lfcr.. *>yf7- 

- * wOTBSWr & 4 v ^ v ^3 305** $> -o . 

[0013] ztihmi, 2cr>m&f3mi / z£ti 
Tn^? a *■ >r b -;t/t s isit t v ^ 

[0 0 14] ^LT, ±IEfff3~5^>fl!3WaE«ftcJ:*i 

[0015] 4^, uan6<ofia^E»tJ:fitr, »a 

Jfy\°y> y h^ffi^JOTfcfi^SWfc&^T^ifcft, ? 
9 -y ^ >-7MtW^x77 'J ^-^ a yJf-fe 7x3 

[0016]—*. ±IBS7«#*S»^j:fL{f. 7n 

b znv<r>%r\s4 ^mzn—^ v>3.—)vx'mk\/A *?wit 

tfD-r - * tf> 7 A- * U > 7 b BWi b £ £ £ 3r 0 <fc 0 £3r 
-?TV">ft 7t46 . flU^D l/j^b cr>mMT^jE$:ffi%ti- ft Z 

[0 0 17] -tZX\ Xfflkamwumi;* TTV'Sr 
—is 3 >"<7)-b: ■y^-gySr#46ffiS<50T— ? z 

fl!Ufc*<y bV-^iEjtfW^BMM^y 



[0 0 18] *S&BJ<7)IS2<7)SW{i, *7b7- 

^ ^<7)ff«coafiSrm 3 fc b h ><z . rnl a)VWL<7)M± 
MJffflLf;^7 bV-^IElBWSBMtfC^y b 

>7 - ^ ^lEPtitr o I2« L 3 y tr jl - ^ 

[0019] #»HtfS!S3<*>BWI4. ffS^or 

■fim&VZ WTJffi^fUffl L/i^ y b V-^=pjE»*r5IB 
ffif tz^-yhv-f ^jEMffi Tn ^ A *■ I Eli t 3 y 

[0020] 

[SM^js^-rft^i6^#K] ±iemi~ig3^ae^^ 

v h y«p H TrTO^$ixfcTn b a/Wei Oaft^tT a 
±3fcflBRSiife*«y b V-7l l z$~;lf&JFlE£Mffi-fZ> 
j--y hV-^TfjmtfrJTmXfo-oX. *yh7-^it 
fc® § ilT l ^ft ; -y b ffX 0 a tf x - 9 WM-TM. b , 
PgJl-ft;Sn./sTn b ri/WcjiBt^Pgii-ft^^'A— ;^yN° 

migA 3 ^ <7)y\°^r- y b Z&mMtt.^i' a—)VX'7 4 !V9 
BflKSf ft i i: \z «fc 0 WffiT-f ^ffJjgt-S T^ffe* 

xst, ^i>6^a^•c^3v^3>'7-f ^-y 3 y7 

Iff- ^ tc^ZE^i L-TV^ft f-^«P?tfI 

[00 2 1 ] LfctfoT, f-^Kg{:J5V^, r 
- ^ JR*I^*^ 6 oy > y b Sr # BWft* v : a 7 
^;b^ U >-^'LTyN°^ -y HtfD«SHb<**iX:r— ^*7E« 

C0X\ "r-?%m-TmX'\if-? b LXMM<7)$>&W® 

mkcofm'f—^ifim^n^bti:^. z<^fzit>, 

[00 22] by-^tfeftft^jEiif-^aE 
i t ifi^<r>X\ Z cof-f&ftcoMffiZ 
fto Zbifi^mX'hhtK *v iX'iS&ZtiX 
K^t^y- >y b Ttir — ^gfcfr^WML^ftT V ^ 

7*-^ znmnmb Lx^^coxf-^m^^iEtim 
± vtifri safc* i fc ft . 

[ o o 2 3 ] 4 ft, M^2Ettaft!$tt, ffifgilftx 

fio i 3 tcflfSI^^-y bV-^tcjoitft^jE^jSW 
-T ft * -y b y-^^IEWW^B^ST* ^T, ^7 17 
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- 9 ±TSiiS S *LT V ^4 ^ ^ -y b * K 9 atr r : - * iRJH 

mzmmth t\ 1 1 4 o iff- 7 * f&£-r & r- 7 

f&£SB 1 . ^FtoBW&Z^ti ^3>7^ 7V->- 3 >- 
flf-r - 9 U^S i> r- 7 mtiffl 

[0 0 24] Ufctf-iT, x-^YMBtfc^T. -f- 

X\ 7-9%ffiMTl$7-9 t LXMlfecr>foZ>nffimi& 

[0025] § fefc, if^ii3iati^%B^i- fflfgafi 

seSfifeflHSfcX-^V ^TtgSg L , f-9 W&mfrt><?> 
y\°^v bi&mmit^J 2-->VX'7 J )V9 V y9°LXr-< 

je#*3&£ lt^s ^s-r 4 7*- 7 mmmm t £ 3 y e 

a - 7 f^ffi 0 ira&aeiftjKtt t l t v ^4 . 
[0026] Dt^t, 3ytfjL-^nE<sasE*t« 

lz£^X3b&iM± ; tcr>t£y°v97M,Zm.ft^-&Zb< l z 
■tot, *>/ bV-^feiM^^T-'-^^t^L^ 

[0027] 

mmcoBmcD—mizm ^x fffliizmt-t& . a 2 1 , 
*awfc:flS4 * v b T 7-97Fmmj]Wjmm$tiK* 

•y hy—9zsZrrl*<n— ^JStStTo 

[0 0 28] i^H2t;fcUT, KHJ«W7h , 7 
(J2TF, ^LANj iOLANl 
Cr(4/l—7 2 LTUfffifl?* 7 17-7 3 #8388 £ ft 
T^4. <y b , 7-?3(4. ;l~^6Sr^t 

T7hSE*'y VV— 9 7 1iZfflfi££tiX\*& . 

[00 29] *liflt1iLAN 1 (4. a^SOXx- 



17-7 (Sfj^-f ) fc, Jt«tS8IK-4^MlffleHlli» 
1 1 fc i^7hgPftM[5]^l 114/1^-^ 2 

(ML, LANltUTJiiaSWfcWtR 

[00 30] -y h7-7 3(4. *«HHt:«4* 

ffyXf^ 5 0 b , 3^>y\'7 5U, 7hgP®^0fl5 
2. 5 3kK44. h r 7~9^1EWtfr>'X7-J±5 

2li;l-7 2 trj^yys-^5 1 1 &«8RfCV^* . 7hg|? 
SM0^5 3(4rj^yys-x5 1 t ;l--7 6 b SSSKtT 

[00 3 1 ] 4^. *«y hV-7^3E«fW^^xA5 0 
{4^*cD^ -y 1 V—9 7RE»W^X-rA t a >-b° 

T ^S^7°d 7" 5 Z.^'r — 7 ^ S: maw- 4 ±t S'l^B 
Am7l?K-h^#ffl-f >-77x-Xt , ^<7)^-y 

I.^Ji.fiVN-Kx'f 7,7 7'MWb. f-?^ 

* ATi^- h xjj mm b , **MJSMii$ts-eMii 

[00 32] H3t;. ^WHfcffift + vhy-^^jEM 
W^rffi^HM^— ffi5®Sr*-To i<^)H3fctJV^, *-y 
hV-^^IEWf/f^Xr-AS 0(4. **MS»KIB* i ' 

xmmit^tifzyu v omz*. Kimm^o 4 o izmm 

Zfttz^-y b r ?~9 iz&lf&^jEZffiffi-t&isXr-JxT 

(4. mummm-y bv-9 3xim%fLX^u^ 

ASP 5 5 t , f='-7IRSgP 5 5H<VtjryhPTafc 
tlff-7DT (C^iE^^ L T V ^ >^iJ5g L T JWf feS 

cdc s- aj7j-r s T-9%mTn*mi7-f-& t~9m$t 

[00 33 ] UK;, ^-y fy-7^iEMWv-XxA5 
0«l¥ffl«sii^^-r. i^HltriJ^T, r-7JRSgP 
5 5(4. M^fSSW^-y h7-7 
^S^y hPT*K0at:-r-^JR*«!aaS5 5 1 
t. rOT-7KftMfflSE5 5 1 <7)^—9WM$m&m 

mthir~9 mm\mm 5 5 1 1 tr&m& s fix v ^ . 

x-7!KmMaM5 5 1(4. «»U^7bPT£f 
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[00 34] 7*-*f&S* 5 6 Si. PM-ffcSfufcT'n b 
rj;W~JCE t/cPiJI-fLrE ^'a— ;b<7)y-?5 j< — 9 £ , Tfel^ 

7" -y b P T a £ #RgJf -f^ S/ jl -;bT' 7^/^!J^L 
T ^ -y b P T a <73ffl$Mfc3:fafc-7'— * SroZ>*ffifcB 

aew * i fc tc «t o iwt - ^ d t s ft jaw * * 

[0035] £*>-f*-*f&£» 5 6 (4, i: , H 

jut^*— 6 1 t, ziizfflWLvm-t&fflwe 

(4, f^ami*3y7 -f y'lz-ya^T-i 

4fc, BJi-fk*^— ^56 Hi, RJgfc*^ 
Utf- ^JK*gE5 5^^WN°^r>y bPTa57^ /b:? 
>J^LW-chPTa« ffliW fc § #tfc T - * £ TcO 
#fflfcBflBB^-4 - b t 4 "5 jSUrr-* DTSMtl 
£4 3(=3r-?TV>S 0 

[0 0 36] PBS-ffc^**— /1/5 6 Hi, 1 W-V^ 
A-;b6 1i , kt/^ : E^-^6 1 k , N 
l/n : £yj.-/l/6 1 N ^&£»fi<7)l//f A' ; E> ; .2-— 
/^;^>>£>fl§)£;$:f^T^'>£, ) ZZX\ NliffiK0>aaftT* 
0 , k (i 1 — NiOFf^ffi&eD^SrcS) S . 

[0 0 3 7] 1 W-^S/jl— ^6 lj (4, a^iiiil 

f8.Ztl&„ kb-f^yj.wl/6 1 K (4, it»a4*Ut: 
3>7 -f ^V— >- 3 V7r^f /WOP^tCjtSt'C, kb-/f 

£ft.g>, Nl/-f^i/"i-/16 1 N (4, g&fc&SfUta 
>7 -f :7V— S/g yyy-l /KOftSCJEtT, Nb>f^ 
3M/b?6 l MA fc±tfNW*Bffl«»6 l MB 7>'«fi!cS 
ftS. ^cLT, *W^*£^j«.— li , 6 
l k . -, 6 1 B J4, l3&»6N*TJBfc:JSlS*t4. 
[0038] fMf^lgP 562(i, #b^f -V^i^-zb 
6b , 6 1 k , 6 1, IZte^Xf-fZfcfo 
•t&T-fftf&MMffle 2at, #W J r*:>^-/1/6 
li, 6 1 k - 6 In ^OiEtt* 
M»t--S.^^ l J$lJ«g|56 2b fc, WSf-r-^DT*£fJ^] 
5*4fc«)<OT^9>fif^ia{6 2 c k3&»6a»SSfLT 
ViS. *LT. fW«fS«5 6 2(4, lW^y'i- 
;b6 1i , kb-j^ya-;16 1 k , NH 

ttss *-/b 6 1 „ ^ ^ti-fifiMflfatf wa-r* . 

[0039] x— ^IWf«5 7 Si. ASXT&U 

lt v ^ j^msg t tistffeac d c t aj*i- * t- ^* 



[0040] i^r— *JWf«55 7tCt4, 77Uy--y 
3 yJi-fe 7 y 3 y#fito7*— ^te^^Etf*** fr*mrt 

h> *LT, ;O77iJy-y3m7^f570 
(4, fsbMfr&Asfz^i yy a y*V— i/ 3 yy rA ;bt!E 

as *vc n & F*j®ta-ca ^7^;^>j y^Rimmm 

£ tut r - * D T k:>FiE#*3r v vfi^a* £ mVr~t S . 

[0041] I4t, 3y7^1/-ygy7r^lf) 
MSr^rf. £<?)IIl4&c:i3VvT, 3y7^"l-y3>7 

7 fc«^r — ^ D T<7)fgS£^r •£ fzfo cymM^f-^M 
W3P 5 7 TjStFrr 3 fif ?S£#* S&tf £ 1 $ 4 «t 3 1 

[ 0 0 4 2 ] H5 (c. ffllyXf^^fflSii ( O S 

I ; Open System Interconnection) CD 7 JB^txVb^M 
£7jrt 0 ^cOEl^yK^Fi t il'fb ;: e7 : Vb8 0 0{i, P^S^ 

x-fAOjifiUfl^ 7 otpsJifl: Lfc tox-fo o , fta 

b-W-VS 0 1 , -f— ^ U>^b--f -¥8 0 2, ^7 17- 
iyl/^^803, f7yX^-lWt804, t'yy 

3 >-w-\*805, ruryf-yHyb-f+soe, 

77yy--y3yb-f J T8 0 7 tcRUf-ft^ftT^S . 
[0043] ifWH" ^8 0 1 ii, b'-y hfiJiifc^MRr 

sew^feff 1 ^m^w^fr*^^ t tcx v . f-^uy 
^b-r-^8 o 2(4, ?-?imm r >fflw^mmt>^sbt> 

tlX^&. l-V— ?W-^8 0 3J4, M'tir-yb 
*DfcD*»ri6fc"*-4fcft«fc«9Tib4. 15y7^- 

bb--Y -^8 0 4(4, w^^'f-Afoiarcjajam^H 

&<Wm\^'—?KM*ftot:l)bcr>i><7)X'$)Z>. -fe -y g 
71/^^8 0 511 MSffBOTTU^— ygyrnW 

yf- v-g yi"( ^8 0 6(4, MS«77'J^-y 3 y 

^-i/ 3 yVA^QO 7(4, a.-WHfi : t-S#«^r 
T';v--i/g>'(C)EtT, 7r^;bfejli, ^'yfe-^jl 

[0 044] i«4ofc«)ft£ilJt*>y bV-^IEflf 
W^x^SO^IWfSHe-HSCSfilWS. Ill 6 
(c, |ili/X^A5 0<^l!jfNS:i4Bg-f-s^A6£7)7n— f- ^ 
-bSr^-To 07, 8C, Hv-X^CioTiaSSS^ 
S x — ^ <50 rtl£^)«£ . 

[0045] ;;t', lff^7l7-^3«3ty^' 
X5 1±&— O0Sl*fl"-g.'[ff^V^LT-^Srffi^'f-S 
H^^-^ys-ir-y b , mtiiMiEf— ? 9 0a, 90 

b, 9 0c, 9 0d&mtvx:mk-9-&. 
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[0046] ^tlh<nWM"r—9 90a, 90b, 90 

c , 9 o d(4, mm H7 tzjfct 4 a t^fist i d 9 1 

a, 91b, 91c, 91dt, HlfiiTE I D 9 2 a , 9 
2b, 9 2c, 92dt, I#93a, 9 3b, 9 3 
c, 93dt, f-^94a, 94b, 94c, 94d 

[0047] icor?^ 5 1 iicOfcit^flSilftT 

*>. ®l;t{4 4 am a cracker, j kVOT/'J^-yg 
V >f -Vr-COT- ^95 S tit (Xf77" 

(S) 21) , ri auj };^3f-^94bi: N r a 
cj tV^f-3 ? 94dt, r rac j h\^0^f—9 9 A 
at. r k er.j fc ^ o *f~9 9 4 c fc KiMHSfufcr- 
LT . S A>K«4Ht:S*i-C (S22) ^ 
•7 ^£#WI:iWI-T— 9 90a, 90b, 90c, 90 

h7-7 3J:TOf-^f{i(i, aigx-^9 0a, 9 
0b, 90c, 9 0db%& a Z\C0f-9M-&X\ &M 

[0048] H6 tC^-T 4 ^ CC , V-^iESPFJt 

( s i i ) . ;#uc 4 0 . r— *fM»5 6co l p 
>f -y=e>?jL— A-6 li «ii/^-V7-(;i^6ii A Mi 
W-^?3Mtt6 lis, ■■■■ kW^yA-^6 1 k 

«kW ^tm/1^6 i kfl &t/k w^rPPfS^e 

l kB , NW -V^Ei^jt— )V€> 1 N <7)N U-f 7 -f ;P 
?6 l Hfl at^NU>f-VSflK6»6 l NB ^(is t-^UPWt 

5 7 taw^r— ^7 )V9 o >7"Ru~wmm-t^ 

[0049] Ncofif (4. H5 t^FfS fl:^-r 

;U8 o onznmm&T&f—fk LtWHBStttrtz 
iOSfeffiSit*. *MftffMT14. N = 7 £ LTT7°l> 

U N = 7(CRS>*Vf, $RfcfN=3fc U*7b7- 

x-nmm-th 4 a fcKj&cs s . 

[00 50] 7-*JK*ai5 5«i. T-^iRm$IJ 

W5 5 2<0M«Tfc:. n^ws'x 5 1 co±£fEil§ix 
T V ^ v\°^r > y h P Tcr> l y^ . y h ( mtliMiEf- 9 9 
0 a) £flXDi&<&- ( S 1 2 ) . -TcDl^^v h^'rjytf 
a. - * AO ±fE«Sia 
4 /glf^Sf^i'JTCne-S^i^ ( S 1 
3) . ifitciO, itfJfNIIxyrtcat— $#utl^ 
M4. PgJf-ft^^A— A- 5 6 1CD1 M^y'i- 
/l^6 1 1 fcBtO&ift, 3y7^"i/-y 3 y7r^i- 



J^itjL-Mzm-t ( S 1 4 ) . ;«ll/-f^yj. 

6 1 1 Tf 4 ,A-y-7h^7 :Tgff<7) S * S" A 3r 7 * 
— ;P HOtf coffli; , 3V7-( 3>~7t4 )VX~$£ 

7 -i f l/ — is a yy T -i IVX^^KX ^h"r~?ZM 
[00 5 1 ] iJc^T. 1 VA*?^J^—)Vb 1 1 OTJ1 

4. 

[00 52] kW ^y'i-/16 l k cOhu^x'o.- 
[00 53] HT\ #Httya-;l/6 1, , 

6i„ , -, 61,, Timm<7)^mfrmft%tL&(7)x-\ 

[0 0 54] kH^y'a-iieik {4, 

-f 7"u-y a y7T-l>]/cr>mmizmtX, 
^(tJXo^'r— ^Srkl^W J r7' ^;i-^6 l^tcHt"^ 
kH ^11^6 l kB ^K^Sii:I.O^*\ 

U5 7\,zm^b^frcr);^x—9ti^fe%tix^&cr) 

x\ %<Dn?*—?cowcM.i<z%£~>x%m*mfc'?h (s 

15). 

[ 0 0 5 5 ] (?iJx.K\ n^^lz-ya^T'fM 

yA-;Wjt«a t^feSof-^ * k w-\»7 ^ ;i-^ 6 

ly^ag^^tT)^ (S 1 5 1 ; YES) , ^COf- 
9^Wdmth^\Z\t (SI 5 2 ; YES) % Js~y7 

7^ffiiLtss*L (s i 53 ) , r7yt-y 3 y 

( S 1 54 ; NO) . kW^y'a- ;P6 l k ^fttf 

£ . * lt , . y h ^i^atf ( s i 2 ) . 

[00 56 ] tfZ, ^'77r^tfflUfflllL (SI 
5 3). SflBfe^^T (SI 54 ; YES) t 
HkW -VSW^SP 6 1 kB ^»/7r tf- 9tmtX 

{ S 1 5 2 ; NO) £14. BW^L^x-^^T-^ 
HWf«5 7tarr^>f S>f^:3rr>fci:*t: (si 5 

5; YES). kl^-f-VB«^g|56 l kB W^7 7Tt# 

iT^fcf— ^jwfi£5 7 caw- ( S 1 5 

6) . 4fc, -f-^»«rSE5 7fciS§^^>f s^/t 
s5ro3tf:i^T (SI 55 ; NO) , i^ij; 0±iBJ«OS 

[00 57 ] Z\tli,Z£ 0. kl/^^ya-;|/6 l k i 

vimwj^is* -jux-mm $ ^utjiai . is 8 
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■tx o izmnmztix ( s 2 3 ) . ^-wsa^^-^i: 

LT Trac j a^r-^jl?#g|55 7(C 

[00 58] £}±<Mm£ 1 btttiftOSi-f <r b 

(,ZXK) ( S 1 3— S 1 6 ) . *«y h7-?±TWf-^ 
(S23) , ri amj ^94bi:, r a cj 

£ . r ker. j tv^f-^94ci: (c*HI5il!tf- * 
i:**. SBBRStLT (S24) . r I am a c 

racker. j fc^o v- 3 ^T'<7)7C<7)f-*— 

^9 5 £3*14. 

[00 59] Tflw>Ji<9 W J r^ i Jx.-)Vtfi±M<7) X a 
tcrj^^ :7V— yy r ■< )V<n^&\zXr>X%rt^7 

[0 0 6 0] NW"V:?4/b:?6 1„ T(4, ±afifcra« 
£ 3 >- 7 -f 1/- v a > 7 r A )V<fM % lZ X K) £ tl 
fz^y * - ■? TS iTO -5 ft: t : - ? Sr tf V \ JSflrr 
-?DTfc tT-r— ^Wf»f9t5 7fcaf^ (S 1 6) . 

[006 1 ] ift: s £<0;m— f-*— hittflHtiHT, 

ns^ano? * )V9 swrrs z t iz x o as^as 

CO ? 7 >y 3f y??9<®FiEr HlSfcKffiT # 4 . 
[0062] -r— :?j8W&5 5 7 T'iS, 77'J ^-^ 3 V 
T-t 5 >f -9* 5 7 0 #-B6^3XTfc 1*3>7^V 

5 6 ^<i«fBfff- ?DT tC^IE#'?££ LT V ^4 frWfe 
LT^4. Zcr>T7°07--i'a>T1~74->?57 Ocr>m 

3 ^H®9 0 0 fc LTSI^£*l4 <, 
[0 0 6 3] HT. 77'J)--y3>7t7^f 57 
0(2. ^iaW^JI^^U^jfx^-^$>S HUSK** 

tRffl-riiacLTv^i. fit, zft^commfimizm 

[0 0 64] ( i ) SgLTV^rub^/PTiiVDio 
^ JIBS: 77 'J ^- y 3 V 5 A if' 5 7 0 fflcon y 7 f 
t3y7^i/-y 3 y7r^ /Wcie»3*i.ft:¥JiI£Jt 

tu -gcr*uf , * tojamti^iE^ & & t 
®a£§wrt4„ 

[0 0 6 5] (ii) -te^fi'JTM SHRi-SfcifttMS 
4£W& 57T-f ;H>7a ^ 5 A^Sr 77 U 

a y7t5^ff 5 7 om^yy y'v—y^y 

7 r A Mz^m L X ts § , IBiB LT £ ^ ft: U 7 -X CSE 
[0066] ±3*Lft*>y b 7— ?4\EJW#fi'Xf-A 5 



[00 67 ] ( l ) TCP7nb3;woi/-iryxff 

[0068] (2) SMTP70ba;|/(?)DEBUG3 
V>FJSl\ &mttM*Z.bC07T'(Mz^lEl l ZT7 

[00 69] ( 3 ) M I ME^f-)tSf*X bCO-tr^ 

j.'Jf -ffl7r^;^iii. ij-c^xHc^xv- 
b*S LT'n 9"4 yX"% hXo \iZ~thZ. b <> 
[00 70] (4) ^^t— jl— 
Xb^afgTJ^^^T^S^SDott, *7h7-^ 

[00 7 1 ] ( 5 ) telnetra h 3JVX\ root, guests 
tbllL^TX^y htcT^-fexL. v^V-H^iSSt 
iifJJL. a^yS-iC^S^i:. 

[00 72] ( 6 ) TFTPTn b r?;^fflV>T . ^«7- 

b* LTiJc^pf^x h«7 r >f ;Hcr^-fe^.-rs £ 

t o 

[00 73 ] iil±C7) i 3 t«lftS*l>fe^S»JB«<?5* 
bv-^^iE)WW^XT-A5 0fcj;^xii\ &<7>J:3&fiJ 

[0 0 74] ( 1 ) T7°V7-— >-3>-SST<7)-tr>y^3 

tiT ^ S fcftJIWf *fr d i t *«fflltf*) 5 *\ 

-y bV-^IESW^X^ 5 0 T"(±T7°'J 

^-^ 3 ymtxo-t y y b yconmm^^xv^cr> 

tiflff- ^ ^SWW^T-^ b~t&Zk * 5 T# S . d 
lit i 0 . x-^*<50^iE«50*il2:^tfJ^-rS <I fc 
iiPTIS. L^t>. ^-y bV— ^Tc0^jE<50#<{iT r — 

§ ^ fc tci 0 J^coBv^iEWW^fi 1 ^ - 1 *»'T§ «> . 
[00 7 5] ( 2 ) Jitt^^^r^E^jL— ;Ht;i- J: 0 , 

^yhv—^cryzrxjh^Mtmst/Z^-i-mm^f 

;b8 0 0<7) J; -5 t^f-VWkT* . *HJi^FJcO^'y b7 

-^^biEWf/f^x-rA 5 Oiiny 7 yv—y 3 >7 r 
•< /KOSSfc*?* <! co^x;b$rf ijffl LT^biE<7)ft?f/f Sr 
Hfl-TSCOT, fr^^rrnbn^^lfB^^ixTi, 

7 yy—y ayyr-i fVM^f—^^^M 5 6 oifft: 

a. -)Vcr>fr Sr ^S-T 4 «I b lz X 0 *f JE"T Sit ^'T S 
4. Zcotztb. T-fft^5 6&mfctzM9tZtifc-r 

[00 76] ( 3 ) T-^j»*fgPTWIE)1fff(d:3y7 
-f j?'V-^ 3 >7r ^/W^iaMLTt^^rStS-^v^T 
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Y^*T&WZ^thZ\k%: &Z\ktf 
[0 0 7 7] (4) ««|*7h7-^3i:«i»^ 
ff . LANl COX-f-^ g yWM* 7 17-^7 

[0 0 78] (5)lf^7l7-?3J;U*Xh 
[0079]^, JJ*c^lBESIW4*«W«iSTii4ll 

HHosM^ifsBtt Ltc vmffizis\ ^xm« 3c&mmmx 
hh. mz-is. hi otcTK-ri a ^7i7- ?^ie 
jg#r i/x^rM. 5 o izmm.cr>^ v hv—9^y9—y^~ 
x*mrz*?n^-*i-j»4!cri>z.kti t x?$&. m*.t£2 

~oco*v hv— 9 Ay 9— 7i- x£^fLXW\M(V*v 
17-^4, 5fcSSKS*L4i:Sli, LAN 1 fcif-IK* 

^7 s 'A5 0«rt9ItjBaH-&£i:te*i. Zcofzib, 
* -y b V—t^lEWsfxisX-TM, 5 0 T'CV^ ■/ hcOlR* 
&JR9.ISUIIf<fT"3£i:j& t 'C£S. .IfUcJ: 9 . 

[0 0 80] Hi lfcjjr$\fc'3fc:, *vh7-^ 

-FA ±3fcL.TfcAV\ 4ti, 01 IT 
t± . r - * ffr£3P 5 6 at/r ■ - 9 WSxU 5 7 COM* W3r 
HSI4«*fCV^4. i<7)«-£\ -T-^jB«fSS5 7<OjS 

y a y*yfrx fzM&. f oSdtout 

v hV-^^J£ftfW^x-r^5 0|*|£jI}E£-tt3r^ 

* s -5t, i-y!7-^ T'^jEtfO LANl ^.COff ASK 

[008 1] 01 2iZ7T.-ti.olz. x-^fMc 

oB5 6 JWfiitfOW *?y <)V9 6 1 iA , 6 
l kA , -, 6 1 HS *^rt-47-f;^i;yr»H9I5 8 

mffimcouj^rnffim&e i 1B . -. 6i kE , 

6 1 mb ^*-raS«^MaSP 59t fcflttfcfcwfcr*-* 

ZkiPCZi. ZCVMS, -T~?ftl&&5 6711 7^ 

-r^ifctfft^cifcft-ciiv^ nmmmmm 



[0082] JJ*Lfc*3H»K!irci4*<y 17- 
? ^jQJPPr S^f- A 5 0 {±0^ L & ^ r? >- hf *. - ? i^x 
x^^«JSSn.St><7)i; LTV*** 1 * ifttettR&ft 

- ? JR*X^ k -r - -9 fttfOM kf-9mffiJMk*n 
y t a - ^ tUff 5 *ifcJW)7n^5i>ft IB» LJtC 
D - R O M$?y a >y hf— r -f x ? ^ r? y h° - ^ 

Z'tt&ZklzXiO^-y 17-;WMyXfA^l'fT 
~t&c\ki>X*ZZ>, 

[0 083] ;;TO7n/7All 'fffg 

ait^ffd =t a izmmztitz^-y hv-9±xismzti 
x^h^7->vhin*)iM£^f—9 mmxM * Hfrt S tt 

7 i 9V—i/? >7t4 ^7?*BeS*utflMRfc*^V^T 

-9*7icomMznmmt&c\k izx ^>mm^-9^ 
m-h^-9w^u*mi^h^~9frfc^mk, =t 

ihW&i-QA.X'&^tz^ >7 i 9*V—i<- s>7t-1 )l-X~m 
fe£titzfo®$:mz7 : -9ftf&^mfrt><?>MffiT i -9l l z 

^lEtfmi lx \,->&npw&r& "T-9mmjM^wn-t 

h 7-9Mffi¥-mk It =J v b° A - 9 izmfrZ^&tzihcT) 

%><7>X"hh« 

[0 084] ttz. ±.j£Ltzmmmmx'te : f-9W.Mi. 

m.k^f-9 ftf&JM k t - 9 MtitlM k fciFUH 3 y tf a 

WXgfc* riyta— ^CSSrr§^TV^3&*, ^ix«4 
Rg a, ivf ; ft 6 wx?i i y- *r y x ®3& iz Hfi 5 -fr & i 
dtcLTfcfiv^. v^-f*wo«^fc. f-^Migl:fc 
UTf-^ IR*!^ 1 ^^ 7 l ^^HJI-fb^ v : * - 
;bt"7 'J y^Lt«7-7 h<^»BiHtS*ifc7*— ^ 
* 7C<0#fitBfffiK-r 4 - k lz£ *) mVrr- 9 ifcffrt 
h<nx\ ?-9ffiffiTMX*\t ; T-9kLxmM<r>foi>& 

mmtcr>MVrT-9 zmmmk -t& ; t s . i 

[0085] 

^m-it^y Z-—/IX7 4 )i-9 o y^Lxr^y h<?m 
^it^tLtz'f-9^7tcr>^mz^mmth ; 1 1 i da? 
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£>'T*£ 4c0T\ -r-^af»(c»*Ufe^jE&aWt¥!ra!l 

[0086] N^-^tCfcttS^iEtix-^gP 
£ fc #^coT\ £ cor- ?g&#tf>j|?:Bf £ 
ffd £ ttft&torCh&tf. *<y h7-?_LTgM$ifxT 
v 4 y -y h •Ctt-r-^IMhWMKHkS ft-T v ^4 cot\ 
£ cot - 9 gfrfrCTIE^'fl^ L fc 36» t ffljrr 4 cot ± Sit 

"T — ^ fcW&rtt* t LT V> 5 COT'T- * 9t*fc^jE**« 

[0087] ttz. WHm2im(0%tycr>*-y bV-9 

iz& it h TpjEMffimwiz ist, x-^ fmai fcti v ^t 

T^JR**!*^ -y h *#BS-ft^ S^-Zl^C? 

-f/W 'J y^LTv^>y hcoSB^Sfx^^-^^TCCo 
JltffiKWHBIW* <! t ± 0 Slfff- ^ SrfftfiLT s r 

~t — 9 *Wgffl£.h-?h £ 1 &T'% SWT. -r-^SIt* 
Lfc^fc&Sfc* iJS'I-T 4 £ t 4 . 

[0088] $ & fc , m^n 3 iati^%BJcoiaii«#:tc 
«fc as . ii«f- ? mmmm t t - * tmm t r- 

? jmf fctay'ti-^ tCl^T § ■£ & fznbcr,Tx=t 9' 
v A £ fi SCO 3 y t a — ^ (caWJR ^ -e-C *T V ^ 
Scot. x-^IMc^JIfcfcVvc T-^JKft*Jl3&»fe 
CO^ >y h Z&mmttrt i/a.-)VT7 4JI-9V >9 LT 

> -%*r - y h cornet $titz'f-9 : £ Ttco^mzwmm-t 4 

ZtizX <0 mnf- 9 *f&$ LT, r- 9ffir^m."Cl± 

ir-9 1 LxmmcohhMmm{kcomm^r-9^mtm 

[0 0 89] Ltztf-oT. If 1 3 CO^-ttLfrlZ 

[0 0 9 0] ( 1 ) ry'V^r— z/a yJi^coffi&coBS 

T-co-fe ycoMmmzn a ; t * s t-§ . ^fiemw^ 

fc£fc3#fcfcoT;b:*9J&vvr-**]Dl l 5»£*.fc'3 

7* — * fcMffiSHfc § *xT ^ 4 ftjPWf * fx d £ t ^'fflilT' 
&4£>\ ^Mff^co^'y Ny-^^JE»W^XxAT" 
t±TT U ^-^ 3 i^Jfi TCO-fe -y ^ a VCOBffi^^tf -> 
T ^4 coTMJf-f'- ^ ^SfttSf-? fc-tS^t #'T 
£4„ ifLfclO, T-:?4i<^:Eco#*£^tW5e 
•tS-If:A t T-#& < , L**i>. ^>y hV-^T'CO^IEco^ 
< (ix-^gE^-t^-rScOT. £C0x-^SB^C0>FiE 
^^tfi-r-g>£ Lt; i O^co^V^jEjBW^fi 1 ^ £ fc** 
T"^ •§» . 

[009 1 ] ( 2 ) W5tf5^^*^ji— ;Htfci 0 , 

* y 17- ^cornba/HiHSt^^JS^T" 
;l^coj; 3 t^x/HbT^ . f-^ffelSfK (Jx— 



-5$ £co^x;l-SrfiJffl LT»Wx-^*ffJ^-r-S»coT\ 
ff?t;^7 0 nhr?/^M^^#i.T^. a^^Wxa 
>7r^ /^f- ^ f^fiJtX^ L<l$-r—9 ffJ^SPco 
fffc 4 7° n h r? ; k6*MJE-r 4 JB Sr ffl St" 5 -gRco U >f J r 
^ *; a — tSESE-^- 4 ^blzi:*) &Zt t/K" 
Zcotzib. ?-9ftf$U:m^L<te?~9ft&li% 

zmtiizm¥t2titiy°u b zDuznm^htzMzf- 
9 wtiamm L<\irf~9 imm sr^s-r 4 

{S^v>coT\ 7°n b rr/i«<o*ft*:fcS»(cStJW-4 £ L 
^T"§ 4 . 

[00 92] ( 3 ) f-7»fflSfL< ttx-^Mtf 
gPTco^iES?tf«±3 y 7 ^ ^V- y 3/ , 7t / ( 
L^^^ffitSo'^Tff^tLScoT'. »f)t5rWR<0^ 
IEco5k££ 3>-7 -f c^P— ^3 V~7TA)V<m?3&k 7 gg. 
^4^^TT-^«?rXS^L<i±T r -^j3g§Scoy7 
b >7 x T i fr^^Sf 4 £ 1 3r < «4ffi-r 4 £ <t ^'T'# 
4o 

[00 93] (4) bV-^iiCOSi^^ 
{S\ LAN COX^-y 3 y^hSB^t- vY r 7-9 &&SO> 

4 *£t= . smcomim t sm^fe 1 t ->t ^ibbw * 

fid if: 

[0 0 94] (5)lf^7l7-^tLT*7l^ 
/b3fctLT^4C0T\ h^coJgjDtct^^JCBT' 

#4. 

[@i ] *%Bjco^-y hv-^^mwHSFifejWMsn 

fc* .y h <7-^^iES?WyXT-Aco||JiScom^Sr^-r7- 

[[12] ^--y b-7-^^IEMWyXT-At^-y hV-^ 
tcogMSr^-t7"a .y ^HT"i54 . 

[H3 ] *-y b r 7-9T^jEmm^^^mmmmco 

ffiffii^-t 7"n -y9mTh 4 . 

[04] |5]||JfiC0^ffiT-ffiffl-r 4 3>-7^i?"P-y 3 >' 
7 r -f ;KJ5W**t«TOCft 4 . 

[II 5 ] |BHUfeco^®tcTn h r?;pcopgJl^coM&iMBJ 
^4^i6<7)HT-$>4 0 

[06 ] BSt*WJB«^)i6ff*KW6/£»^)7n— 

[07 ] nmmmmcmmmmthtz^mx'h 

4. 

[08 ] R^}ficO^®COt&ff^f^B^4^^)CO0TS) 

4o 

[09 ] nmm^>mmx'^mLtzm^^tmx'h^ . 

[010] *>y hV-^^fiEWW^XxACOffiCOlljSfe^ 
ffi2r^-r7"D. y ^E|T*4 0 

[0113 ^-y b^-^^ZEWWyXT-^cogiJcoMfiJfi? 
ffi^^-f-7'o >y 9WCfoh o 

[012] *-y b^-^^IEMWyXT-ACO^ A-tCfficO 

iiiiJit7'o -y 9mx-hh . 
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1 LAN 

7 ?hgP^>yhT7-^ 



5 0 *vh r 7-77pjEMm~>Z. : rJ* 

5 5 t-^JRS^ 

5 6 x-^flM 

5 7 -f-^JBtUSIS 



[HI] 




562 
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[02] 



[03] 



1 1 




1-52 



r*TT 



51 



— 53 6 
4 



1. y 



T 

50 



[04] 



51 



J^PTa 



#WiS*CDC 



-50 



500 



# Filter for login Analyzer 



filteraet [ 

physical = ( ether: * <-> aa:bt>:cc :xx : yy: a a } 

network - \ ip: * <-> 202. 26. 95. SS } 

transport - -I tcp: * <-> 23 } 

analyzer = { login A login. conf log login, log -dump login. dump} 

} 



[05] 



800 



9*— »P^» WIT 



-807 

-806 
.805 

-804 
-803 

.802 

-801 
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[06] 



C start) 

. I . 



I htt^atf [ — *-S12 















• 










S14 
S15 



(13) 



[07] 



JtP>=T — $ \ jl 

— 



SB 



cracker. 



S21- 



matt 



S2Z 



J. 



^4 b 



I am 



94d 



PI 



^4 a 



ker. 



91b 



92b 



93b 




JPl#l |l am ^ 94b x 

I ker. J^94c 
1 ' ^ — [ 



JE#4 



•90a 

90b 
90c 

90d 



-94d 



91d j 92d J 91 
91c 92c 



93c 



[H8] 



S2: 



T 



i 



S24— 




94b 94d 94a 94c 



cracker. 



ker. 



94c 



[01 0] 




50 



r 



5 
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[09] 



900 



— Cracking DaLa contents 

Date i Dec 26 13:28:00 1996 

Server Address : 202.26.95.68:23 

Client Address : 2 02.26.95.69:1024 

Defhost Name : hoBtl 

Login rimas : Threshold User ; 0 Threshold System 
Easy Password Used : NO 



Command Details — ■ — 

S : 

S : Welcome to inail.nal.go.jp (ttyp4) 

S : 

S t login: 

C : root 

S : Password: 

C : roots 

s : Login incorrect 

S : login: 

C : root 

5 - Password: 

C ; root 



[Ell 1 ] 



552 



55 
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[HI 2] 



£1 



552 




62 a 62b 62c 

. j 



562 



